O0Js1ikoBa KapTKa aucepTaii

I. 3arasibHi BimOMOCTI

Jep>kaBHHH 00J1iIKOBHI HOMep: 0418U001260
Oco006J1uBi TO3HAYKH: BinKpura

JaTa peectpauii: 23-03-2018

Craryc: 3axumeHa

PexBi3utu Hakasy MOH / Haka3y 3aKjazy:

I1. BizomocrTi nipo 3700yBaya

Baacue IlpizBume Im'a Ilo-6aTbKOBI:
1. TTonyssHeHko MukoJsia OJjieKcaHApOBUY

2. Poluianenko Mykola Oleksandrovych
KBasmigikamis:

InenTudikarop ORCID ID: He 3acrocosyerbcs
Bup, pucepranii: kanguzaar Hayk
AcnipaHTypa/JIOKTOpPaHTypa: Tak

IIIndp HayKoOBOi cneniaabHOCTI: 05.13.21

Ha3zBa HayKoBoi creniaJIbHOCTI: Cucremu 3axucty iHpopmauii

T'anyss / ramysi 3HaHB. He 3aCTOCOBYETHCS

OcBiTHBO-HayKOBa Mporpama 3i creniaJbHOCTI: He 3acTocoByeTbCs

Jara 3axucTy: 22-02-2018

CnenianbHICTB 32 OCBITOIO: Pasiodisrka Ta eneKTpoHiKa

Micue po6oTH 34,00yBayva: Yrpassinus Jlep>KaBHOI CIIy)KOU CIELia/IbHOTO 3B'43Ky Ta 3aXMCTy iHpopmarii

Ykpainu B XapkiBcbKill 06acTi

Kopg 3a €IPIIOY: 34755762

Micue3Haxoa>KeHHS: By/1. YepHumeBChbKa, 21., M. XapkiB, XapKiBCbKUil p-H., XapKiBcbka 0671., 61002, Ykpaina

dopma ByracHOCTI:
Cdepa ynpasiriHHS:

InenTudgikarop ROR: He zacrocosyerscs



I11. BimomMocTi mpo opranizariiio, e Big0OyBcsl 3aXHCT

IIudp cnenianizoBaHoi BYU€HOI pagH (Pa30Boi CleliaJai30BaHOI BYEHOI pazu): [l 64.051.29
IToBHe HaiMEeHYBaHHSI IOPHUAHUYHOI 0COOM: XapKiBChbKMil HALOHATIBHNIA YHiBepcuTeT imMeni B.H. Kapasina
Kopg 3a €IPIIOY: 02071205

Micueanaxo;pKeHHﬂ: MangaH CBo6onu, 4, M. XapkiB, XapkiBcbKuil p-H., XapKiBcbKa 0671., 61022, Ykpaina
dopma ByracHoCTI:

Cdepa ynpaBiriHHS: MiHicTepCTBO OCBITH i HayKK YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

IV. BimomocTi Ipo niznpueMcTBO, YCTaHOBY, OpraHi3alliio, B sIKi# 0yJ10

BHKOHAHO JHCEPTaIlilo

IloBHe HaﬁMeHyBaHHﬂ IOPUIHUYHOL 0CO0M: XapkiBchbKuil HallioHaIbHUI YHiBepcuTeT iMeni B.H. Kapasina
Kopg 3a €IPIIOY: 02071205

Micue3HaxoaKeHHS: maiinan CBo6oau, 4, M. Xapkis, XapkiBCcbKuii p-H., XapKiBcbka 061., 61022, Vkpaina
dopma ByracHOCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH i HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

V. BizomocTi npo gucepraniio
MoBga guceprariii:
Koau TemaTuyHHUX PyOpPHK: 50.37.23

Tema gucepranii:
1. MO,ILC]Ii Ta METOUN CUHTE3Y peFiCTpiB 3CyBY 3 HeJIiHIMHUMU 3BOPOTHUMU 3B’I3KaMU JJIs1 CXEM ITIOTOKOBOT'O

CUMETPUYHOTO MU(PyBaHHS

2. Models and methods of synthesis of nonlinear feedback shift registers for the scheme of the symmetric key
algorithm

Pedepar:

1. Incepranifina po60Ta IPUCBSIYEHA BUPIIEHHIO BKJIMBOI HAYKOBO-TEXHIYHOI 331a4i, sIKa I0JIIrae B po3pooLi Ta
TEOPETUYHOMY OOI'PYHTYBaHHI METO/ly CUHTE3Yy PEriCTpPiB 3CyBY 3 HEJIiHIMHUMY 3BOPOTHUMU 3B’s13KaMU 33/1aHOI
IOBKVHU Ta BCTAHOBJIEHVMU KOHCTPYKTMBHVMHY XapaKT€PUCTUKAMU [1J151 IXHBOTO 3aCTOCYBaHHS B CXeMax
[IOTOKOBOTO CUMETPUYHOTO MUPpPyBaHHS. MeTO0 poOOTH € 3MEHIIEHHS 00YMCIII0BAIbHOI CKJIaIHOCTI CUHTE3Y
pericTpiB 3cyBy 3a7aHOI JOBKUHY 3 HETiHINHUMU 3BOPOTHUMHU 3B’13KaMU, SIKi BiJI[TOBiAI0Th BCTAHOBJIEHUM
BMMOTaM CTilIKOCTi AJ1 iXHbOTO 3aCTOCYBaHHS B CX€Max MOTOKOBOTO CUMETPUYHOTO MU@pyBaHHS. Y
IYcepTaliiiHiil poboTi yIOCKOHAJIEHO METOJ, CUHTE3y PEriCTPiB 3CYBY 3 HEJIiHIMHUMU 3BOPOTHUMMU 3B's13KaMU
IpYroro NopsiKy, SIKUH NoJsirae B OOPyHTYBaHHI HEOOXiIHUX YMOB (POPMYBaHHS [1ICEBL,OBUNAAKOBUX
IIOCJIiIOBHOCTE MaKCUMAaJIbHOTO NEPiofy, Bipi3HIETHCS 3aCTOCYBAHHSAM PO3PO6JIEHOI MATEMATUIHOI MOAIETi 3i

CIIpOLeHUM (POPMai30BaHMM OIIMCOM HeJIiHITHMX 3BOPOTHUX 3B'SI3KiB IPYroro Nopsiiky, 110 [03BOJISE CYTTEBO



3MEHIIMTU 00UUCIIIOBAJIBHY CKJIAIHICTb IPOLeCy CUHTE3y. B po6OTi TakoX Bliepiie po3po6I€HO METO, CUHTE3Y
pericTpiB 3cyBy 3 HeJIiHITHUMY 3BOPOTHUMHU 3B’I3KaMU, 1110 POPMYIOTbH [1OCIIIOBHICTb MAaKCUMAJIbHOTO I1epiofy,
SIKUH Bipi3HSIETHCS Bifl HASIBHUX METOZiB [1epeOOPHOro MOIIYKY 3MEHIIEHOI0 00YMCIII0BAIbHOKI CKIIAIHICTIO Ta
I03BOJIsIE ITPOBECTU MOIIYK HEJIHINHUX PETICTPIB 3CYBY BEJIMKUX PO3MIipiB i3 BCTAHOBJIEHUMU KOHCTPYKTUBHUMU
XapaKTepPUCTUKaMU. 3a JOTIOMOT0I0 PO3POO6JIEHOTO alapaTHO-TIPOrPaMHOTO 3aC00y Peasi30BaHO aJITOPUTM MOLIYKY
pericTpiB 3cyBYy 3 HeJIiHITHUMY 3BOPOTHUMHU 3B’13KaMU, 1110 POPMYIOTb [1OCIIiJOBHICTh MAaKCUMAJIbHOTO I1epiofy,
PO3MipoM 10 32-X KOMIpPOK BK/IIOYHO. HabyJsia oaspiioro po3BUTKY MOZEJb OLiHKM KpuntorpadiyHoi CTilKoCTi
CX€M IIOTOKOBOTO CUMETPUYHOTO M1(PYBAHHS, SKa [I0JISITA€ B PO3POOLI CUCTEMU KPUTEPIiB i TOKa3HUKIB CTIMKOCTI
I[ICEBIOBUIIAIKOBOI IIOCiTOBHOCTI, 1110 CpOPMOBAHO pericTpaMu 3CyBY 3 HEJIiHIHHMMY 3BOPOTHHUMU 3B'SI3KaMHU.
[IpoBegneHi foCiIKEHHS T03BOJIMIIY ITPOAHali3yBaTH 3aXUILIEHICTh PETICTPIiB 3CYBY 3 HEJIIHINHUMU 3BOPOTHUMU
3B'sI3KaMU IOPIBHSHO 3 JIHIHMMU PEriCTpaMU Bifj, JeSIKUX PO3MNOBCIOIPKEHUX KPUIITOrpadidyHuX aTak Ta
OOI'PYHTYBATU II€PEBAry 3aCTOCYBaHHS B CUCTEMAX IIOTOKOBOTO MM(PYBaHHSI KOHCTPYKILii 3 BUKOPUCTAHHSIM
pericTpiB 3cyBy 3 HeJIiHITHUMY 3BOPOTHUMMU 3B’13KamMu. OTpHMaHi IPakTU4Hi pe3ybTaTy MOJsIraloTh ¥
HacTynHoMy. OTPUMaHO METOJ, CUHTE3Y PETiCTPiB 3CYBY 3 HEJIiHITHMMU 3BOPOTHUMU 3B'SI3KaMU [IPYTOro MOPSAKY 3
MAaKCHMMAaJIbHAM I€PiofoM MOCIiLOBHOCTI, M0 C(POPMOBAHO Ta BCTAHOBJIEHUMU KOHCTPYKTUBHUMU
XapaKTEPUCTUKAMHU, 1[0 JO3BOJIIE CKOPOTUTH OOYMCIIIOBAJIbHY CKJIAHICTh IEPEOOPHUX METO/IB Ta MPOLELYP
CHHTe3Y HeJliHiliHuX pericTpiB 3cyBy. Po3po6sieHo arapaTHO-IIPOrpaMHUi KOMILJIEKC CUHTE3Y PEeriCTpiB 3CYBY 3
HeJIiHINHMMY 3BOPOTHMMU 3B'SI3KaMU 33jaHOI JOBXKMHU Ta BCTAHOBJIEHUMU KOHCTPYKTUBHUMU XapaKT€PUCTUKAMU
i3 3acTOCyBaHHSIM aapaTHOi YaCTMHU Ha 6a3i IPOrpaMOBaHUX JIOTIYHUX IHTEIPAJIbHUX CXEM Ta OOUMCIIIOBAJIBHO]
noty>xHocTi CPU ta GPU. Po3po6sieHi pexomeHaliii mozo 1oro 3actocyBanHs. OTpUMaHO, eKCIIEPUMEHTAIbHO
IIepeBipEHO Ta BIPOBAIKEHO NPU PO3POOLLi CXeM ITIOTOKOBOIO CHMETPUYHOTO MMUPPYBaHHS CUCTEMA aHATITUYHUX
Ta eMINIPUYHUX OLIHOK CTIMKOCTi pericTpiB 3CyBY 3 HEJIIHIMHUMU 3BOPOTHUMU 3B’13KaMU JIPYrOro MOPSIAKY.
Po3po6iieHo crieniasibHe MaTeMaTUYHE Ta allapaTHO-TIPOrpaMHe 3a6e3Me4eHHs 1J151 €KCIIEPUMEHTAIbHOTO
IOCJIIKEHHS BJIACTUBOCTEN NCEBLOBUIIAAKOBUX TIOCIIiJOBHOCTEN, 110 3r€HEPOBAHO PETICTPaMu 3CYBY 3

HeJIiHIHMMY 3BOPOTHMMU 3B'SI3KaMHU.

2. The dissertation solves scientific task - developing and theoretical substantiation of method for synthesis
nonlinear feedback shift registers with given length and given constructive characteristics for their use in the
scheme of the symmetric-key algorithm. The main goal of the work is decreasing computation complexity of
synthesis nonlinear feedback shift registers with given length that satisfies given requirements of encryption
protection for their use in the scheme of the symmetric-key algorithm. In this paper, the method for synthesis
nonlinear feedback shift registers of the order two was improved. This method substantiates necessary conditions
for forming of maximum length pseudorandom sequences. This method differs from other methods in that it uses
developed mathematical model with simplified formalized description of nonlinear feedback of the second order, it
allows to significantly reduce computation complexity of the synthesis process. The new method for synthesis
nonlinear feedback shift registers with maximum length sequences was created in the work; the method differs
from existing methods for selection search in that it has lower computation complexity and allows to find big
nonlinear shift registers with given constructive characteristics. It has been created algorithm for search for
nonlinear feedback shift registers with the help of the developed software and hardware means that form of
maximum length sequences for up to 32 cells. The model of evaluation of cryptographic stability of scheme of the
symmetric-key algorithm is further developed. According this model systems of criteria and indicators of stability
of the pseudorandom sequence formed by nonlinear feedback shift registers were created. Those studies allow to
analyze of rate of protection of nonlinear feedback shift registers in compare with linear feedback shift registers
against of widespread cryptographic attacks. Advantages of using constructions of nonlinear feedback shift
registers in stream cipher systems are substantiate. The obtained practical results are as follows. The new method
for synthesis of nonlinear feedback shift registers of the second order with maximal forming sequence length and
given constructive characteristics is obtained. Those practical results allow to decrease computation complexity of
search methods and procedures of synthesis nonlinear feedback shift registers. Software and hardware complex
for synthesis nonlinear feedback shift registers with given constructive characteristics and length has been



developed. The hardware part use programmable logic device with help of computing power of CPU and GPU. The
recommendations for it use are given. A system of evaluation of analytical and empirical stability of the nonlinear
feedback shift registers of the second order in the process of developing the scheme of the symmetric-key
algorithm was obtained, experimentally verified and implemented. Special mathematical, hardware and software
means have been developed. Those means are used for experimental study of the properties of pseudorandom
sequences that generated by nonlinear shift registers.
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