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1. Inceprauiiina po60Ta NpUCBSY€HA BUPIIEHHIO BAKJIMBOI HAYKOBO-TEXHIYHOI 3a7jaui, sIKa MoJsirae B po3po61ii Ta
TEOPEeTUYHOMY OOI'PYHTYBaHHI METOZY CUHTE3Y PEriCTPiB 3CYBY 3 HEJIiHITHUMU 3BOPOTHUMH 3B'SI3KaMU 33JaHO]
IOBXXVHM Ta BCTAHOBJIEHUMU KOHCTPYKTUBHMMU XapaKTE€PUCTUKAMU 7151 IXHbOT'O 3aCTOCYBaHHS B CXeMax
IIOTOKOBOTO CUMETPUYHOTO M1(PYBaHHSI. MeTOI0 POOOTH € 3MEHIIEHHSI OOUMCIIIOBA/IbHOI CKJIAAHOCTI CUHTE3Y
pericTpiB 3cyBy 3aaHOI JOBXKUHU 3 HEJIIHITHUMU 3BOPOTHUMHU 3B’S13KaMU, SIKi BiJI[TOBial0Th BCTAHOBJIEHUM
BMMOTI'aM CTiMKOCTi /11 iXHbOTO 3aCTOCYBaHHS B CXEMax INOTOKOBOI'O CUMETPUYHOro MuppyBaHHs. Y

IycepTaliiiHill poOOTi yAOCKOHAZIEHO METO/, CUHTE3Yy PEriCTPiB 3CyBY 3 HEJIHIMHUMU 3BOPOTHUMU 3B'SI3KaMU



IpYroro NopsKy, SIKUH NOJIsIrae B OOIPYHTYBaHHI HEOOXiIHUX YMOB (POPMYBaHHS [1ICEBL,OBUNAAKOBUX
IIOCJIiIOBHOCTEY MaKCUMAaJIbHOTO I1epiofy, Bipi3HSETbCS 3aCTOCYBaHHSIM PO3PO6JI€HOI MATEMATUIHOI MOAIeIi 3
CIIpOLeHUM (OPMai30BaHMM OIMCOM HEJIiHIIHMX 3BOPOTHUX 3B'513KiB PYroro Nopsiiky, 110 [03BOJISE CYyTTEBO
3MEHIIUTU OOYMCIIIOBAJIbHY CKJIAIHICTb NIPOLECY CUHTE3Y. B poOO0Ti TakoX BIieplIe pOo3pO6JIEHO METO, CUHTE3Y
pericTpiB 3cyBy 3 HeJiHIMHAMY 3BOPOTHUMH 3B’s13KaMH, 1[0 (POPMYIOTb MOCJIiJOBHICTh MAKCUMAJIbHOTO I1epiofy,
SIKUH BiIpi3HSIETHCS Bifl HASIBHUX METOZIB [1epebOPHOro MOIIYKY 3MEHIIEHOI0 00YMCIII0BAIbHOI CKIIAIHICTIO Ta
II03BOJIsIE ITPOBECTU MOIIYK HEJIHINHMX PETICTPIB 3CYBY BEJIMKUX PO3MIipiB i3 BCTAHOBJIEHUMU KOHCTPYKTUBHMMU
XapaKTepPUCTUKaMU. 3a JOTIOMOT0I0 PO3PO6JIEHOTO alapaTHO-TIPOrPaMHOTO 3aCO0y Peasi30BaHO aJITOPUTM MOLIYKY
pericTpiB 3CyBy 3 HeJIiHITHMMY 3BOPOTHUMHU 3B ’I3KaMU, 1110 POPMYIOTh [1OCIIIOBHICTb MAaKCUMAJIbHOTO I1epiofy,
PO3MipoM 10 32-X KOMIPOK BKJIIOYHO. HabyJsia ojaspiioro po3BUTKY MOZEJb OLiHKM KpunTorpadiyHoi CcTiliKoCTi
CXEM IIOTOKOBOT'O CUMETPUYHOTO MN(PYBAHHS, SIKA [I0JISITA€ B PO3POOLI CUCTEMU KPUTEPIIB i NOKA3HUKIB CTiIIKOCTI
I[ICEBIOBUIIAIKOBOI MIOCIiTOBHOCTI, 0 cpOPMOBAHO pericTpaMu 3CyBY 3 HEJIiHIHHMMY 3BOPOTHHUMU 3B'SI3KAMHU.
[IpoBeneHi fOCiIKEHHS IO3BOJIMIIY ITPOAHali3yBaTy 3aXUILIEHICTh PETICTPIiB 3CYBY 3 HEJIIHINHUMU 3BOPOTHUMU
3B'sI3KaMU IIOPIBHSHO 3 JIiHIHMMU pericTpaMu Bifj JeIKUX PO3IOBCIOIPKEHUX KpunTorpadiyHux aTak Ta
OOI'PYHTYBaTU [lepEBary 3aCTOCYBaHHS B CUCTEMAaxX IIOTOKOBOrO MK(PYBaHHS KOHCTPYKLii 3 BUKOPHUCTAHHIM
pericTpiB 3cyBy 3 HeJIiHITHUMY 3BOPOTHUMU 3B’s13KamMu. OTpHMaHi IPaKTUYHi pe3yabTaTy MOJSIraloTh ¥
HacTynHoMmy. OTPUMaHO METOJ, CUHTE3Y PEriCTPiB 3CYBY 3 HEJIiHITHMMY 3BOPOTHUMU 3B'SI3KAMU IPYTOro NOPSAKY 3
MaKCHMMaJIbHAM I1€PiofoM MOCIiLOBHOCTI, 0 C(POPMOBAHO Ta BCTAHOBJIEHUMU KOHCTPYKTUBHUMU
XapaKTePUCTUKAMHU, 110 JO3BOJII€E CKOPOTUTH 0OYMCIIIOBAJIbHY CKJIAHICTh NEPEOOPHUX METO/IB Ta IPOLELYP
CHHTe3y HeJliHiliHuX pericTpiB 3cyBy. Po3po6sieHo arapaTHO-IIPOrpaMHUI KOMILJIEKC CUHTE3y PericTpiB 3CyBY 3
HeJIiHIHMMY 3BOPOTHMMU 3B'SI3KaMU 33JaHOI JOBXKUHU Ta BCTAHOBJIEHUMU KOHCTPYKTUBHUMU XapaKT€PUCTUKAMU
i3 3acTOCyBaHHSIM anapaTHOi YaCTMHU Ha 6a3i IPOrpaMOBaHUX JIOTIYHUX IHTEIPAJIbHUX CXEM Ta OOUMCIIIOBAJIBHO]
noty>kHocTi CPU ta GPU. Po3po6sieHi pexomeHzaliii mozo 1oro 3actocyBanHs. OTpUMaHO, eKCIIEpUMEHTAIbHO
IlepeBipeHo Ta BIPOBAIKEHO NPU PO3POOILLi CXeM ITIOTOKOBOIO CHMETPUYHOTO MUPPYBaHHS CUCTEMA aHATITUYHUX
Ta €MIIiPUYHUX OLiHOK CTiIKOCTi PeriCTpiB 3CyBY 3 HEJIIHIIHUMU 3BOPOTHUMHU 3B’S13KaMHU JPYroro MopsuKy.
Po3po6iieHo crieniasibHe MaTeMaTUYHE Ta allapaTHO-TIPOrpaMHe 3a6e3Me4eHHs 1J151 €KCIIEPUMEHTAIbHOTO
IOCJIiIPKEHHS BJIACTUBOCTEN MICEBIOBUTIAAKOBUX ITOCiIOBHOCTEN, 1[0 3TEHEPOBAHO PETICTPAMU 3CYBY 3

HeJIiHITHMMUY 3BOPOTHMMU 3B'SI3KaMHU.

2. The dissertation solves scientific task - developing and theoretical substantiation of method for synthesis
nonlinear feedback shift registers with given length and given constructive characteristics for their use in the
scheme of the symmetric-key algorithm. The main goal of the work is decreasing computation complexity of
synthesis nonlinear feedback shift registers with given length that satisfies given requirements of encryption
protection for their use in the scheme of the symmetric-key algorithm. In this paper, the method for synthesis
nonlinear feedback shift registers of the order two was improved. This method substantiates necessary conditions
for forming of maximum length pseudorandom sequences. This method differs from other methods in that it uses
developed mathematical model with simplified formalized description of nonlinear feedback of the second order, it
allows to significantly reduce computation complexity of the synthesis process. The new method for synthesis
nonlinear feedback shift registers with maximum length sequences was created in the work; the method differs
from existing methods for selection search in that it has lower computation complexity and allows to find big
nonlinear shift registers with given constructive characteristics. It has been created algorithm for search for
nonlinear feedback shift registers with the help of the developed software and hardware means that form of
maximum length sequences for up to 32 cells. The model of evaluation of cryptographic stability of scheme of the
symmetric-key algorithm is further developed. According this model systems of criteria and indicators of stability
of the pseudorandom sequence formed by nonlinear feedback shift registers were created. Those studies allow to
analyze of rate of protection of nonlinear feedback shift registers in compare with linear feedback shift registers
against of widespread cryptographic attacks. Advantages of using constructions of nonlinear feedback shift
registers in stream cipher systems are substantiate. The obtained practical results are as follows. The new method
for synthesis of nonlinear feedback shift registers of the second order with maximal forming sequence length and



given constructive characteristics is obtained. Those practical results allow to decrease computation complexity of
search methods and procedures of synthesis nonlinear feedback shift registers. Software and hardware complex
for synthesis nonlinear feedback shift registers with given constructive characteristics and length has been
developed. The hardware part use programmable logic device with help of computing power of CPU and GPU. The
recommendations for it use are given. A system of evaluation of analytical and empirical stability of the nonlinear
feedback shift registers of the second order in the process of developing the scheme of the symmetric-key
algorithm was obtained, experimentally verified and implemented. Special mathematical, hardware and software
means have been developed. Those means are used for experimental study of the properties of pseudorandom
sequences that generated by nonlinear shift registers.
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