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Ha3sBa po6oTH aHIJIilICbKOIO:

Development of a Methodology for Improving the Security of Web Applications through Deep Learning

MeTta po60TH YKpaiHCHKOIO:

Merta po6oTu nossirae y po3po61i METOIMKY BIOCKOHAJIEHHS 6€3I1€KM Be6-3aCTOCYHKIB HIJIIXOM 3aCTOCYBaHHS
rJIM60KOro HaBYaHHS, 110 3a6e3nednTsb epeKTrBHe PYHKIIOHYBaHHS HiIPUEMCTB i CIPUATAME EKOHOMIYHOMY
PO3BUTKY Kpainu. lle nepen6ayae CTBOPEHHS aJallTUBHUX CUCTEM, sIKi aBBTOMATUYHO BUSBIISIIOTh Ta IIPOTULIIOTH
Cy4yaCHUM Kibep3arposam, TakuM siK Be6-cram i DDoS-aTaky, BUKOPUCTOBYIOUN MOXJINBOCTI HEPOHHUX MEPEX.
JJ11 mOCSITHEHHS Liiei MeTU BUPIIIYIOTbCS TaKi 3aBAAHHS: TPOBEIEHHS MIMPOKOT0 aHasli3y Ta IIOPiBHSIIBHOTO
mocinkeHHs e(eKTUBHOCTI Cy4aCHUX TEXHOJIOTIN Y IIOPiBHSAHHI 3 TPAAULIMHUMHU MeTofamMu 6e31eKu Beo-
3aCTOCYHKIB; OCJIiI)KEHHSI Ta pO3po6Ka MOZEJsli Ha OCHOBI rpapOBUX HEMPOHHUX MEPEX /JIsI BUSIBJIEHHS Ta
xiacudikauii Be6-cramy 3 BUCOKOIO TOUHICTIO; leTeKTyBaHHg DDoS-aTak A4 ajanralii cucTeMu Ao 3MiH y Tpadiky
6€e3 HeOOXiZHOCTI OCTIITHOrO OHOBJIEHHS IIPABUJI; BIIPOBAIPKEHHSI TPUPIBHEBOI CUCTEMU YXBaJIEHHS PillleHb, 110
30aj1aHCy€e aBTOMaTH3allilo Ta KOHTPOJIb; 3MEHIIEHHS HaBaHTaXEHHS; MiHiMi3alis KiZIbKOCTI IOMUIIKOBUX
CIIpallloBaHb; 3a6€3MeyeHHs MOKJIMBOCTI CaMOHABYaHHS Ta ajjanTallii Mojiesieil Ha OCHOBI HOBUX JTaHUX i
3BOPOTHOTO 3B'SI3KY, 1110 JO3BOJIUTH CUCTEMIi OIIEPAaTHBHO pearyBaTH Ha HOBi 3arpO3u Ta NiATPUMYBAaTU BUCOKUI

piBeHb 6e3rexku Be6-3aCTOCYHKIB.

Merta po60TH aHIJIiHCHKOIO:

The aim of this work is to develop a methodology for enhancing web application security through the application
of deep learning, thereby ensuring the efficient operation of enterprises and fostering the country's economic
development. This entails creating adaptive systems that leverage the capabilities of neural networks to
automatically detect and counter modern cyber threats, such as web spam and DDoS attacks. To achieve this goal,
the following tasks are addressed: conducting a comprehensive analysis and comparative study of the
effectiveness of modern technologies versus traditional web application security methods; researching and
developing a model based on graph neural networks for the high-precision detection and classification of web
spam,; detecting DDoS attacks to enable system adaptation to traffic fluctuations without the need for constant
rule updates; implementing a three-level decision-making system that balances automation and control; reducing



system load; minimizing false positives; and ensuring the self-learning and adaptation of models based on new data
and feedback, allowing the system to respond promptly to emerging threats and maintain a high level of web
application security.

IIpiopuTeTHHH HanpsSIM PO3BHTKY HayKH i TEXHIKHM: OyHnamMeHTasbHI HAYKOBI HOCIIIPKEHHS 3 HANGILIbII
BaXJIMBUX IIPOGJIEM PO3BUTKY HAYKOBO-TEXHIYHOIO, COLIiaJIbHO-€KOHOMIUHOr0, CyCHiIbHO-TIOJiTUYHOTO,
JIIOJICBKOTO NIOTEHLjaNy 1151 3a0€e3M1e4eHHSI KOHKYPEHTOCIIPOMOXKHOCTI YKPAiHU y CBiTi Ta CTAJIOr0 PO3BUTKY

CYCIIiIbCTBA i Jep>KaBu

CrpareriyHui NpiopUTETHHUI HAIIPSIM iHHOBaLiHOI AiS/ILHOCTI:
Bupn pOGOTH: dyHpaMeHTaNbHI HAYKOBi LOCiIKEHHS

OuikyBaHi pe3yJIbTaTH: MeToxu, Teopii, rinoresu

l'asyss 3acTocyBaHHS: [HdopMmalliitHi TEXHOIOTI]

KepiBHuUKH po60oTH

BiacHe IIpizBuie Im'sa I10-6aTbKOBI: 3ampiii Ipuna Bikropisna
HaykoBHH CTYHiHB: 1. T. H.

BuyeHe 3BaHHSI: mpodecop

InenTudikarop ORCID ID: 0000-0001-5681-1871

JoparkoBa iHdopmamist:

VII. ETanu BukoHauHs JiP

Homep erany: 1

HasBa €TaImy: Po3po6ka METOAMKM BIOCKOHAJIEHHS 6€3IeKM Be6-3aCTOCYHKIB YePe3 IIMOO0KE HaBYaHHS
IToyaToK eramy: 01.2026

3akiHyeHH4d eTamy: 09.2027

Buz 3BiTHOr0o JOKYMEHTA: OCTaToYHMIA 3BiT

VIIL. Inpgekc YK, remaruyHi pyopuxru HTI
Inperc YIIK: 004.9:004.8:004.42:004.49:004.6

Koau TemaTHYHHUX PYOPHK: 20.54

IX. 3aKkJII0YHi BiZOMOCTI

KepiBHHK IOPUAUYHOI ocoou [nbyenko Bosogumup BacuiboBuy
I. d.-M. H., npodecop
Bi,I[HOBi,I[aJIbHHf;I 3a ninrOTOBKy KyBHeuOBa Caitsiana BacuiBHa

00JIIKOBHX JOKYMEHTIB

Tenedon 0442553368

PeecTparop Opuenko Tetsana AHaToiiBHA



KepiBHuk Bigginy YKpIHTEI, mpo €
BiZITIOBiZaIBHUM 3a peecTpallilo HayKoBoi IOpuenko TeTsHa AHaTosiiBHA

JisiIbHOCTI




