PeecTpaninHa kaptka JIiP

I. 3arasibHi BimOMOCTI

Jep>kaBHUH peecTpaniliHuIl HOMeP: 0125U002934

Oco006J1uBi TO3HAYKH: BinKpura

JaTa peecrtpamnii: 08-07-2025

I1. IlizcTaBa AJis IpOBeAEHHS POOIT

IlincraBa gjs IIPOBEAEHHSI HiP: 43 - pnacua ininiatusa (axuo poboTa BUKOHYETBHCS 3 BJIACHOI iHIlLliaTUBYU 32

Koty BUKOHaBLs HJIP abo 6e3KOTOBHO)
HanpﬂM (l)iHaﬂcyBaHHﬂ: 2.7 - inme (HIP B Mexax iHIMBinyaJIbHUX IIJIaHIB BUKJIa1a4iB)

Ikepesia piHaHCYBaHHS

7706 - 6e3nyaTHO (AOroOBip PO HAYKOBO-TEXHiYHE CIiBPOOITHHIITBO, TOLL0)

I11. BimomocTi npo 3amoBHHuKa [IiP

IloBHe HaliMeHYBaHHS IOPHUAUYHOI 0coou (a6o ITIB ¢izmyHOi 0c00H): HauioHanbHuil yHiBEpCUTET

"JIpBiBCbKA MOJIiTEXHIKA"

Kopg 3a €IPIIOY: 02071010

MicueanaxomerHﬂ: ByJ. CtenaHa BaHgepy, 6ya. 12, m. JIbBiB, JIbBiBCbKa 0041, 79013, YkpaiHa
dopma Bi1acHoCTI:

Cdepa ynpaBiriHHS: MiHicTepcTBO OCBIiTH | HAayKu YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

Po3mip opranisamii:

Tenedon: 380322582111

IV. Bimomocri npo BukoHaBus JIiP



IloBHEe HaMEHYBaHHS IOPHINYHOI 0coou (a6o ITIB ¢isuyHO0i 0c06H): HamjonanbHuit yHiBEpeuTeT

"JIbBiBCBKA MOJIiTEXHIKA"

Kopg 3a €IPIIOY: 02071010

Micue3HaxoaKeHHS: ByJ. CrenaHa banpepu, 6ya. 12, M. JIbBiB, JIbBiBCbKa 0041., 79013, YkpaiHna
dopma BiracHoCTI:

Cdepa yIIpaBJIiHHﬂ: MiHicTepcTBO OCBiTH 1 HayKU YKpaiHu

InenTudikarop ROR: He zacrocosyerscs

Poamip opranisaiii:

Tenedon: 380322582111

V. BimomocrTi npo cniBBUKoHaB1 s JIiP

VI. Bigomocri npo [JIiP
Ha3zBa po6oTH yKpaiHCBHKOIO:

Besneka iHTerpoBaHux 6JIOKYEMH-PillleHb B Cy4acCHUX LU(PPOBUX eKOCUCTEMAX IHTEpHETY peuert, HMPPOBUX

IBIMHUKIB Ta IITYYHOI'O iHTEJIEKTY

Ha3sBa po60oTH aHIJIiHCHKOIO:

Security of Integrated Blockchain Solutions in Modern Digital Ecosystems of Internet of Things, Digital Twins and
Artificial Intelligence

MeTta po60TH YKpPaiHCHKOIO:

MeTo10 HayKOBO-[IOCIiAIHOI POGOTH € KOMILJIEKCHE JOCIiIPKEHHS 6€3[1€KOBUX aCIEKTIB iHTErPOBAHUX 6JI0KUYEH-
pillleHb y Cy4acHUX UU(POBUAX €KOCUCTEMAX, 110 BKIOYaloTh IHTEpHET peuel (10T), nudposi apiltHnku (Digital
Twins) Ta wWTy4Hni inTesnext (Al), 3 HoIaybIIO0 pO3pOOKOI0 pEKOMEHAANIN 00 MigBUIIeHHS IXHbOI CTIMKOCTI 10
Cy4yacHUX Kibep3arpos. Y Mexkax LbOTo [OCIiI>)KeHHs lepe6ayaeThcs 34iMCHUTYU BCEOIYHUI aHali3 XapaKTepHUX
0CO6IMBOCTEN B3a€MO/Iii KOMIIOHEHTIB 6JI0KUYEH-CUCTEM i3 udpoBuMU npuctpossmu loT, nuHamiyHIMU
MofesIMU UA(POBUX ABIMHUKIB, a TAKOX i3 aJIrOpUTMaMu Ta IJ1aTGOpMaMu WITyYHOTO iHTesneKkTy. OcobyMBa yBara
Oy[ne npupiseHa BUBHAYEHHIO NTOTEHLINHNX BPas3INBOCTEH, SIKi BUHUKAIOTh YHACIIINOK iHTerpauii 3a3HaueHnx
TEXHOJIOTIH, a TaKO>K BUBYEHHIO iCHYIOUMX MiTXOMiB 0 3aXUCTy iHpopMalii, 3a6e3nedeHHs LiliCHOCTI JaHUX Ta
KOHTPOJIIO JOCTYIy B riOpUaHUX UMPPOBUX €KOCUCTEMAX. Y IIpoLeci pob0TU MIaHYETbCSI TPOBECTU MOPIBHSIbHUN
aHasli3 Cy4yacCHUX IIPOTOKOJIIB 6€3MeKy, Moiesiel NOBipy Ta MexaHi3MiB Bepudikalii anux, 1o 3aCTOCOBYIOTHCS B
iHTerpOBaHUX PilllEHHSIX, @ TAKOX OLIIHUTHU iX €(PeKTUBHICTb Y KOHTEKCTI CIiJIbHOIO BUKOpUCTaHHs 3 [oT-
IpUCTPOSIMHU, LM(PPOBUMH ABilTHUKaMU Ta Al-cucremaMu. MeToI0 TakoX € GOPMYyBaHHS pEKOMEH AL 00
N06YIOBY apXiTEKTYP, SIKi 3a6€3M1e4yI0Th BUCOKUI PiBEHb 3aXUIIEHOCTI 6J10K4eIH-OPi€HTOBAaHUX €KOCUCTEM, 3
ypaxyBaHHSM creludiky pob0TH B yMOBaxX IMHAMIYHOTO CEPEJOBUILA Ta BUCOKMX BUMOT 10 IIBUIKOZ],
MaclTaboBaHOCTI Ta HaAiHOCTI. O4iKyeTbCs, 0 Pe3y/IbTaTy JOCHiIKEHHS CIPUSITUMYTh CTBOPEHHIO 0iJblI
6e3nevyHux i HaAiNHUX LU(PPOBUX PillleHDb, 3TATHUX €(PEKTUBHO IPOTULISTH CyYaCHUM Kibep3arpo3am B yMOBax
IIMPOKOTO BIIPOBAKEHHS iHTErPOBAaHMX TEXHOJIOTIN Ha OCHOBI 6710Kkuelny, [0T, Digital Twins Ta mTy4yHOTO

IHTEJIEKTY.

MeTta po60TH aHIJIiHCHKOIO:



The objective of this research project is to conduct a comprehensive study of the security aspects of integrated
blockchain solutions within modern digital ecosystems that include the Internet of Things (IoT), Digital Twins, and
Artificial Intelligence (Al). The study aims to develop recommendations to enhance the resilience of such systems
against contemporary cyber threats. This research will involve an in-depth analysis of the specific features of
interactions between blockchain system components and digital IoT devices, dynamic Digital Twin models, as well
as algorithms and platforms of artificial intelligence. Special attention will be devoted to identifying potential
vulnerabilities that may arise from the integration of these technologies, as well as to examining existing
approaches to information protection, ensuring data integrity, and managing access control within hybrid digital
ecosystems. The project will include a comparative analysis of modern security protocols, trust models, and data
verification mechanisms employed in integrated solutions, along with an evaluation of their effectiveness when
applied in conjunction with IoT devices, Digital Twins, and Al systems. Additionally, the study will aim to develop
recommendations for building architectures that ensure a high level of security for blockchain-oriented
ecosystems, taking into account the specific operational conditions of dynamic environments and the strict
requirements for performance, scalability, and reliability. The expected outcomes of this research will contribute
to the creation of more secure and reliable digital solutions capable of effectively countering modern cyber threats
in the context of the widespread adoption of integrated technologies based on blockchain, IoT, Digital Twins, and
Artificial Intelligence.

IIpiopuTeTHHI HaNIpSIM PO3BUTKY HayKH i TEXHIKH:

CrpaTeriyHuii NpiopUTETHUH HANPSIM iIHHOBAaLiMHOI AisIJIBHOCTI: PO3BUTOK CydacHUX

inpopMalifiHUX, KOMYHIKallilHAX TEXHOJIOTi, pOOOTOTEXHIKN
Bug, po6oTH: 48 - npuxiagHa
O‘{iKyBaHi P€3yJabTaTH: Metoau, Teopii; [IporpaMui npoaykru; AHamTUYHI MaTepianu

l'asy3s 3acTOCyBaHHS: 72.19. JJocmimKeHHs i1 eKCIiepUMeHTasIbHI PO3PO6KH Y cdepi iHIIMX TPUPOSHNYNX i

TEXHIYHMX HayK

KepiBHHKH po60TH

BiacHe IlpizBue Im'sa I1o-6aTbKOBi: Hemkoa Osnena AnarosiisHa
HaykoBu# CTYHiHB: 1. T. H.

HaykoBe 3BaHHSI: npodecop

InenTudikarop ORCID ID:

JoparkoBa inHdpopmamnist:

VII. Erannu BukoHauHs JIiP
Homep eramy: 1

Ha3sBa eTamny: besneka iHTerpoBaHux 6J10KYeNH-pillIeHb B Cy4acHUX LI(POBUX eKOCHCTEMAX [HTepHETY pedet],

1M POoBUX BIMHUKIB Ta TYYHOTO iHTEJIEKTY
IToyaToK eramy: 07.2025
3akiHyeHHs eTamy: 12.2029

Buz 3BiTHOr0O JOKYMEHTA: OCTaToYHMIA 3BiT



VIIL Inpgekc YK, remaruyHi pyopuxu HTI

Inpexc YIK: 004.89:002.53, 658.6.002; 621.397.13

Koau TemaTuyHHUX pyOpHK: 28.23.39, 71.01.31

IX. 3ak1I04HI BiZOMOCTI

KepiBHUK IOpHAUYHOI 0COOH

BignoBigasbHUI 3a HiATOTOBKY

00JIiKOBUX JOKYMEHTIB
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KepiBHuKk Bigginy YKpIHTEI, mpo €
BiZIIIOBiZaJIbHUM 32 peECTpallil0o HAyKOBOi

OisIJIbHOCTI

HemunoB IBaH BacunboBuY
I. T. H., 05.12.02
[TpucraBceka M.M.
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Opuenko T.A.



